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Congratulations your identity has been sold!

All our lauded technological progress -- our very civilization -  

is like the axe in the hand of the pathological criminal. 

(Albert Einstein)

Over the last years we have witnessed changes as we analyzed criminal trends and elaborated 
new strategies to confront crime. New scenarios have emerged, which have obliged us to improve 
knowledge and to rethink strategies. These changes are the direct consequences of a wired world 
driven by global markets where frontiers are abolished mainly in the name of economics. This new 
world, dominated by new information and communication technologies, has also redefined the 
criminals’ profile and their modus operandi. 
Most of the criminal phenomena we are fighting today are transnational. The network woven by organized 
crime has also become part of our daily life, it has infiltrated the new information and communication 
technologies (ICT) and, the more we depend on these, the more we are potential victims. ICTs have 
expanded our possibilities, but they have also enabled a wide spectrum of offences, and the magnitude 
of these violations can reach impressive levels through the Internet. 
Nowadays, security is no longer just an issue in the real world: it is a virtual matter as well. Therefore, 
trying to be on the safe side today also means having a good firewall, a strong program to detect viruses, 
avoid answering messages from unknown senders or sharing sensitive information on unprotected 
channels, and so on. 
As it turns out, the likelihood of suffering from a real crime, like being robbed in the street, is actually 
smaller than the possibility of suffering a virtual crime, such as an on-line identity theft or a credit card 
fraud. Committing cybercrimes is much more profitable, significantly less risky and strictly linked to market 
logic and trends. Moreover, many of them no longer require a high level of expertise or sophisticated 
techniques. 
Internet abuses may originate anywhere in the world, no matter where the target happens to be. How 
we defend ourselves from crime has changed, but we should consider that organized crime is becoming 
faster and more aggressive in exploiting new technologies and in sharing their know-how with the hacker 
community. 
However, none of us can deny that the impressive changes that information technology has brought 
to our societies have also allowed for the development of countries and democracies, and for the 
improvement of people’s life standards. 
According to the International Telecommunication Union (ITU), in 2009 an estimated 26 percent of the 
world’s population (or 1.7 billion people) were using Internet. This means that one out of four persons 
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has opened a window to the rest of the world: they can avail themselves of the amazing opportunities 
offered by the Internet, but, at the same time, they can also become a victim of cybercrime. 
We can now exchange data, information and know-how from one side of the world to another in just 
a few seconds. The accessibility of information combined with the fact that all aspects of our life are 
electronically stored are the two aspects that contribute to our socio-economic development, our 
possibility to enjoy the freedom of a world simultaneously connected to us, but also to our vulnerability 
to cybercrime. The Internet breakthrough and its widespread accessibility are the technical factors 
that have allowed the emergence of cybercrime: phishing, pharming, credit card fraud, identity theft, 
computer espionage, hacking, the elaboration and diffusion of viruses and worms, just to mention a few, 
are now part of our common dictionary. 
Think about it. One of the articles here included mentions that, considering 1995 as “year 0” (the last 
year before the Internet boom erupted in many countries), Interpol knew of only 4,000 child abuse 
images; today it totals around 1,000,000, and the number of children abused to make them runs in the 
tens of thousands. And this is but one of the many facets of crime in the Internet Era. A bot herder can 
remotely control thousands of victim computers at once, including yours, and launch a systematic and 
widespread attack with just the click of a mouse. The UN estimates that identity theft alone can account 
for around 1.5 million victims, with an estimated annual value of 1 billion USD.
Furthermore, we are speaking about a world that right now is still only partially connected. Africa: is 
going to be the latest Internet-connected continent, also thanks to the recent FIFA World Cup, which this 
year has doubled the continent’s Internet links capacities. In a region where the hardware platforms and 
the operating systems are outdated, security issues, mass-worms and botnets could spread through 
Africa. This could mean a new wave of targeted attacks that may have a serious impact on African 
financial institutions and national critical infrastructures, such as oil and gas pipelines. 
In this landscape, cybercrime represents a real challenge to governments’ security: militaries have 
been working for years on issues like cyber espionage and cyber war scenarios, just to mention few. 
Let’s imagine the consequences of a cyber attack to a crucial infrastructure: the outbreaks of violence, 
looting, plunder and destruction that occurred during the 1977 blackout in New York would fade in 
comparison. 
From the evolution of cybercrimes, to terrorist use of information technology, to the main offences 
committed through the Internet, this issue of the Magazine aims to improve our knowledge of phenomena 
that could potentially affect or are already having an effect on each of us: cybercrime. This issue includes 
several perspectives on cybercrimes and suggestions to reduce our vulnerability and on how to prevent 
them. 
The fight against cybercrime is not a journey towards the unknown (although it is almost impossible to 
identify the offenders): it is actually a matter of creating a collective strategy to avoid criminals from taking 
advantage of the weakest links of the chain (lack of legislation, of technical expertise and statistics, poor 
coordination across borders and sectors) and to exploit to its utmost the global market opportunities 
driven by new technologies. 
The world we know today is not capable of surviving a collapse of the system of information technology. 
But, on the other side of the coin, our increased vulnerability should not be neglected. 
 

Doris Buddenberg 
UNICRI Officer-in-Charge  
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* Marc Goodman

Crime and Policing  
in Virtual Worlds

What are virtual worlds?
The concept of “virtual reality” is new to law 
enforcement agencies around the world. 
Yet every day, millions of people connect 
in these 3-D worlds to socialise, shop and 
learn. Unfortunately, lawbreakers have also 
joined these virtual worlds and the full range 
of criminal activities is now also present. 
Common “real world” crimes are occurring 
every day in virtual worlds, including money-
laundering, theft of intellectual property, 
exchange of child abuse images and even 
suspected terrorist activities. For these 
reasons, new virtual worlds and communities 
pose a unique set of challenges for the criminal 
justice system. Moreover, the near total lack of 
requisite jurisprudence means that criminals 
are often free to act with impunity.

On the Ever-Evolving Nature of Cybercrime
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Common Virtual Worlds
There are dozens, if not 
hundreds, of virtual worlds 
and MMORPG’s in existence 
today, with new ones emerging 
increasingly frequently. Perhaps 
one of the most popular virtual 
worlds is Second Life (SL), 
which was established by 
Linden Labs in 2003. SL has 
grown significantly over the past 
years and has an international 
reputation as one of the 
preeminent non-game based 
virtual reality worlds. 

Among MMORPG’s, the World 
of Warcraft (WoW) is perhaps 
the most popular worldwide. 
Players control a character/
avatar within the game world, 
exploring the landscape, 
fighting monsters, completing 
quests and interacting with 
Non-Player Characters (NPCs ) 
or with other players. 

Other common virtual worlds 
and MMORPG’s include Club 
Penguin, Lineage II, Habbo, 
HiPiHi, Runescape, Entropia 
Universe, Gaia Online and 
IMVU. The number of users in 
virtual worlds is impressive, 
with tens of millions of 
individuals visiting these 
spaces every month. Blizzard 
Entertainment’s World of 
Warcraft alone has over 11 
million active subscribers:3 if 
WoW were it’s own country, it 
would be the 75th largest in 
the world, surpassing Belgium, 
Portugal, Sweden, Austria 
and Switzerland in terms of 
population size. 
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Conclusions
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* Marc Goodman is a visiting researcher at the University 
College Dublin’s Centre for Cybercrime Investigation. He also 
serves as a Senior Advisor to Interpol’s Steering Committee 
on Information Technology Crime, where he chairs the 
organisation’s working group on Next Generation Cyber 
Threats.

1 A virtual world is a type of online community that often takes the form of a computer-based simulated environment, through which users can interact 
with one another and use and create objects, often in 3D virtual environments. In virtual worlds, users often take the form of avatars visible to others as 
graphical representation of the users.

2 According to: www.el-universal.com.mx/articulos/36445.html. See also Business Week Magazine’s feature article on Chung: http://www.businessweek.
com/magazine/content/06_18/b3982001.htm

3 http://en.wikipedia.org/wiki/World_of_Warcraft
4 http://motherjones.com/politics/2007/05/even-better-real-thing
5 http://edition.cnn.com/2009/TECH/05/19/online.currency/index.html
6 For a good overview of fraud in online gaming environments, see the white paper by Kaspersky Labs entitled “Online games and fraud: a source of easy 

money,” available at: http://www.kaspersky.com/au/reading_room?chapter=207716493
7 http://www.kaspersky.com/au/reading_room?chapter=207716493
8 http://www.virtualgoodsnews.com/2009/05/chinese-man-faces-three-year-sentence-for-virtual-currency-extortion.html
9 Source:  http://virtuallyblind.com/2007/04/24/open-roundtable-allegations-of-virtual-rape-bring-belgian-police-to-second-life/
10 http://www.guardian.co.uk/technology/2007/jan/20/news.france
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A  N E W  A N D  A D D I C T I V E  D R U G

C O R R U P T I O N
The phenomenon of corruption has always existed, nonetheless it is only in recent years that awareness of it has grown at 
the international level.

Corruption is a phenomenon that is not limited by politics or geography. 
It exists in rich countries and in poor countries. 
The economic impact of corruption is difficult to establish with precision; in fact, available data is often inconsistent.

On the international level, the fight against corruption requires that people work together to increase transparency in eco-
nomic and financial transactions and to enact within different countries uniform legislation in this area.

INTERNATIONAL
LEGAL RESEARCH GROUP
Call for Applicants
Applications are invited from all ELSA members, coming from the Mediterranean Countries, whether new or 
experienced.

However, you will need to show evidence of commitment to the values and goals of ELSA.

Applicants must also have sufficient knowledge and interest in the topic, but no specific area of Law is pri-
vileged, as the corruption phenomenon can involve any legal field.

Evidence of previous dissertations or researches will also help your application.

Participants are expected to work on the issue from December 2010 to July 2011.

They will need regular access to e-mail and the internet; it is advised to keep a good communication flow, 
exchanging emails on a regular basis.

REGISTRATION DEADLINE: 20TH NOVEMBER 2010

Fill in the Application Form (www.elsa.org)

Send it to your Local VP AA

For further information: 

preventcorruption@elsa.org & www.elsa.org
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We  are  all  citizens  of  the  same  World
Please  stand  up  for  justice  and  equality
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